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AGENDA

 Azure Backup features

* Azure Backup components

» Backup Azure workload — Azure VM and Azure File Share
* On-premise backup with Azure Backup

* Demo — Azure workload

* Demo - On-premise workload




AZURE BACKUP FEATURES

* Microsoft implementation of cloud backup solution

 Azure Backup features
* There (s no cost for using on-premises storage *
* There are no maintanance or monitoring. Azure Backup (s Paa$ *
» Multiple storage options are supported (LRS, GRS)

» Azure Backup doesn’t limit or charge for the amount of data you transfer,
except if you use the Import/Export service to import large amounts of data

 Data encryption securely transmit and store your data in the public cloud

» Application-consistent backup guarantee you that a recovery point has all
required data to restore the backup copy

* Azure Backup has a limit of 9999 recovery points per protected instance




AZURE BACKUP COMPONENTS (1)

» Azure Backup (MARS) agent

 Backup files, folders and System State on Windows OS
« Max 3x per day
* No Linux support, no application-aware support

* System Center DPM

» Application-aware backup and granular restore
 Back up and restore VMware VMs using DPM 2012 R2
* Linux support on Hyper-V and VMware VMs

« Cannot backup Oracle databases




AZURE BACKUP COMPONENTS (2)

 Azure Backup Server (System Center DPM with limited features)
» Application-aware backup and granular restore
* Back up and restore VMware VMs
* Linux support on Hyper-V and VMware VMs
» Doesn't require a System Center license, but requires live Azure subscription

* No support for tape backup, no support for Oracle databases

* Azure laaS VM backup

» Application-aware backup
 Native backups for Windows/Linux
« No agent installation required, no backup infrastructure needed




BACKUP AZURE WORKLOAD - AZURE VM

* What you need before start
* Azure virtual machines
* Recovery services vault

* What can be backed up

 Azure VMs, Windows and Linux

* Azure SQL VM (preview)

* What can be restored
« Complete virtual machine
* Virtual machine disk(s)
* Files from virtual machine




BACKUP AZURE WORKLOAD - AZURE FILES

* RA-GRS Azure file shares cannot be protected

e Azure fi
cannot

e Schedu

e shares that have Virtual Networks or Firewall enabled
e protected

ed backups is limited to 1x per day, on-demand 4x per day

* Do not delete snapshots created by Azure Backup. Deleting
snapshots can result in loss of recovery points

* Do not delete file shares that are protected by Azure Backup. The

current

solution will delete all snapshots taken by Azure Backup once

the file share is deleted and hence lose all restore points




ON-PREMISE BACKUP WITH AZURE BACKUP

 Azure backup can be used for on-premise backup
* Hyper-V environment
* Vmware environment
* Single physical or virtual machine using agent

* For virtualized environment (Hyper-V and Vmware), you need:

* Valid Azure subscription and Recovery Services vault

« Domain environment

 System Center DPM or Azure Backup Server (DPM with limited features)
» Enough storage for backup on local disks (1.5x of data size)




AZURE BACKUP SERVER V3

* Prerequisites
» Supported OS: Windows Server 2016 or Windows Server 2019
* Processor: Minimum: 1 GHz, Recommended: 2.33 GHz
* RAM: Minimum: 8GB, Recommended: 10GB
* Hard Drive Space: Minimum 5GB, Recommended 10GB

* Local disk for backup: 1.5 times size of data to be protected
» Hyper-V PowerShell need to be installed
« MABS must be domain joined machine
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PREPARING AZURE ENVIROMENT

Recovery Services vault

P Ery JENACEs Wallt

Vo

Where is your workload running?

= —y
L e

| Cn-Premizes

AzureBackup

jou want to backup?

* Subscription
| Hyper-V Virtual Machines

MSDHN Platforms
Step: Prepare Infrastructure

Prepare Infrastructure

Morth Europe




INSTALL AZURE BACKUP SERVER

Prepare infrastructure

Cantar MN=
Lenter L'ata

r ar any other Sy

Azure Backup Server
Please follow the steps mentioned below.

. Install Microsoft Azure Backup Server
Download

. Download vault credentials to register the
server to the vault. Vault credentials will
expire after 2 days.

installation

3. Post infrastructure preparation, please use
Microsoft Azure Backup Server Ul{on-
premises) to configure backup.

Microsoft Azure Backup Server

Data Protection Manager

Install

Microsoft Azure Backup Server I Additional Resources

DFM Protection Agent Microsoft Azure Backup Server Documentation

DPM Remote Administration

SQL Self Service Recovery

Microsoft




INSTALL AZURE BACKUP SERVER

I Microsoft Azure Backup Server Setup x

“_# Prerequisite Checks ‘"  SQL Settings

Microsoft Azure Backup Server Setup

I 4 I Please wait while this wizard checks for the required hardware and software

L'

Installation Stages
\Welcome
Prerequisite Checks
S0L Settings
Installation settings
Security settings
Microsoft Update Opt-In
Summary of settings

Installation

Prerequisites Check

This step will perform the basic Prerequisite checks required for Microsoft Azure Backup Server to run.

Press Check Again to perform the checks.

I Checl Again

This computer meets the software and hardware reguirements for Microsoft Azure Backup Server.

Click Next to continue.

Q! Flease wait while the wizard checks for required hardware and software.

L=

Installation Stages
Welcome
Prerequisite Checks
SQAL Settings
Installation settings
Security settings
Micresoft Update Opt-In
Summary of settings

Installaticn

Microsoft Azure Backup Server requires a database. You can only use a local instance of SQL Server
2014 5P1 or higher. SQL 2017 shipped along with MAES is the recommended version.

(® Install new Instance of SQL Server with this Setup
(O Use an existing instance of SQL Server

Select the appropriate option and click on the button to perform the

prerequisite check and install the missing Windows components. Check Again

The installation cannot proceed because some prerequisites were not met. Resolve each error
condition in the Details section, and then click Next to continue the installation.

Dietails

The missing prereguisite (HyperVPowerShell) has been installed.Restart the computer and run the
application again.

lij:il For more information, please look at the log file at C:\Program Files“Microsoft Azure Backup
Server\DPMYDPMLogs DpmSetup log




INSTALL AZURE BACKUP SERVER

Microsoft Azure Backup Server Setup

Microsoft Azure Backup Server Setup

‘7  SQL Settings e SQL Settings

L

L8

Installation Stages
nlelcome
Prerequisite Checks
SQL Settings
Installation settings
Security settings
Microsoft Update Opt-In
Summary of settings

Installation

Q| ‘ Please wait while the wizard checks for required hardware and scftware.

Microsoft Azure Backup Server requires a database. You can only use a local instance of SQL Server

2014 SP1 egr higher. SOL 2017 shipped along with MABS is the recomn

(®) Install new Instance of SAL Server with this Setup

() Use an existing instance of SQL Senver

Select the appropriate option and click on the button to perform the
prerequisite check and install the missing Windows components.

ended version.

Check Again

This computer meets the software and hardware requirements for MABS.

Click Mext to continue.

L

L8

Insiallabon Siages

& Welcome

Prerequisite Checks
SQL Settings
Installation settings
Security settings
Microsoft Update Opt-In
Summary of settings

Installaticn

4 J Flease wait while the wizard checks for required hardware and software.

Microsoft Azure Backup Server Files

Program files:
C:\Program Files“Microsoft Azure Backup Server'\DPM

Scratch Location (Must have free space at least 5% of the data backed-up to cloud
C:\Program Files'Microsoft Azure Backup Server\DPM\DPM“Cache

Database files:
C:Program Files\Microsoft Azure Backup Server\DFM\DPM\DFMDE

Staging Area:
C:“Program Fileg"Mic..rver'\DP M StagingArea

Space requirements
Reguired

System drive: 2160 ME

Program files drive: 4500 MB
Cache files drive: Min 5% of backed up data

Database files drive: 500 MB

For more details on storage requirement click on the link below.
http-/igo. microsoft. com/fwlink/?Link| D=620846clcid=0x405

< Back Mext =

Available

13065 MB

13065 MB

13065 MB

13065 MB




INSTALL AZURE BACKUP SERVER

I Microsoft Azure Backup Server Setup Microsoft Azure Backup Server Setup

7 Security Settings =
Enter security settings information. I b4 I Microsoft Update Opt-In
8

—— g Microsoft Azure Backup Server Setup creates the following restricted local user accounts. Specify a strong —— g

ome password for the accounts. This password does not expire. & Welcome SQL Serverinstance: ABS-D1A\MSDPMINSTANCE
Prereguisite Checks Prereguisite Checks Feporting instance: ABS-D1WMSDPMINSTANCE
eOl Cathinme MICROSOFTSDPMSACct Runs the SQL Server service and the SQL Server Agent service. O
SQL Settings SOL Settings Program files location: C:ADPM'Microsoft Azure Backup Server\DPM

. . DFMRSABS-01 Securely generates reports. . .
Installation settings Installation settings

Database location: CADPMMDFMDE

Security settings Password: |........ | Security settings

@ Microsoft Update Opt-In Confirm password: |"""" | Microsoft Update Opt-In

@ Summary of settings Summary of settings

@ Installation @ Installation




INSTALL AZURE BACKUP SERVER

:"w Microsoft Azure Recovery Services Agent Setup Wizard X I

?} Proxy Configuration

Installation Stages

) Py Crmiapmriem Specify how you want to connect to the intemet whenever the provider connects to site recovery portal.

@ Installation ﬂ You are connected to the intemet though default proxy settings.

|:| Use custom proxy settings.

::, Microsoft Azure Recovery Services Agent Setup Wizard

S Installation
”

Installation Stages

@ Proy Corfiguration Microsoft Azure Recovery Services Agent uses some optional Windows features that might not be
installed on this server. The setup wizard is checking that the prerequisite software is installed.
@ Installation

Arty migsing software will be installed along with Microsoft Azure Recovery Services Agent.

Required software Status

@8 Microsoft MET Framework 4.5 Available
&3 Windows Powershell HAvailable




INSTALL AZURE BACKUP SERVER

’E‘ Register Server Wizard

Vault Identification

“Eildeninlerian Select the vault credentials downloaded from the quick start page in the Microsoft Azure Backup

Vault Credentials:

Vault.
siwladimir\Desktop\AzureBackup_Tue May 14 2019.VaultCr Browse |

Backup Vault: AzureBackup
Region: northeurcpe

Subscription Identifier  Ob1d3e00-8eab-4d19-0d64-7245308c21ea

=] Register 5erver Wizard

Encryption Setting

Vault Identification Backups are encrypted to protect the confidentiality of your data.

Encryption Setting

Generate or type a passphrase to encrypt and decrypt backups from this server,

Enter Passphrase (minimum of 16 characters)

| (38) Generate Passphrase

Confirm Passphrase

Enter a location to save the passphrase

|C:\Users\\rladimir\Desktop

- Browse

If your passphrase is lost or forgotten, the data cannot be recoverad. Microsoft Online
Services does not save or manage this passphrase. It is strongly recommended you save
your passphrase to an extemnal location like a USB drive or network drive.

< Previcus Cancel




INSTALL AZURE BACKUP SERVER

I Microsoft Azure Backup Server Setup

[

I.: N ‘ Microsoft Update Opt-In
al.

Installabion Stages Softwars

@ Welcome
.\\'._-:-" Microsoft Azure Recovery Services Agent

@ Prerequisite Checks
= o/ SQL Server 2017

& SQL Settings

.\\'._-!f SQL Server 2017 Tools and Workstation Components
& Installation settings

.\\'._-:-’ Microsoft Azure Backup Server
Security settings

Microsoft Update Opt-In
| ) @ Summary of settings
| | 50008)

e o # Installation
Flease set staging area by using MAES Ul by logging into MABS LIl and clicking on

Management Tab. Click on Online in the left hand pane and click on Configure to create status
the staging ares.

9 Azure Backup Server needs a staging area for backup and recovery purposes. (1D:

Data Protection Manager installed successfully.

Maore information ‘You need to restart your computer to incorporate the changes made by DPM Setup.

Click the link to check for the latest DFM updates:
http://go microsoft. com. fwlink Ainkid=820314




CONFIGURE AZURE BACKUP SERVER

5 Production Servers

3 Production Servers

Add Disk Storage
Protected: 1]

Unprotected: i}
Upgrade available: 0

Protected: i)

LRITEEREE i Select volumes to add to storage poal.
LrzEizEEiEiE U DPM will format these volumes and use them to store backed up data.

.+ Disk Storage Availzble volumes: Selected volumes: —u Disk Storage

Volume Capacity Wolume Friendly Name Number of disks: 0
Mumber of volumesffolders: 1

Total capacity: 18.83 GB

Number of disks: 1]
Number of volumesffolders: 0 E

Total capacity: 0 KB : 1595 GB

/ | 73850 MB

./ Hi6cs

Online

Registration status: Registered
Azure backup agent version: 2.0.9127.0
Used space: 0 KB Registration status: Registered

Subscription 1d: 0b1d3e99-8¢ Azure backup agentversion: 2.0.8127.0
Used space: 0 KB

Subscription Id: 0b1d32599-8¢

Online

Microsoft Azure Backup Server it

DFM will format the volume before adding it to storage pool. Any data present on the volume
will be deleted permanenthy. Do you want to continue?

\5‘ Monitoring
ID: 33508 4 Protection

"J Protection )

j Monitoring

|4 Recovery |4 Recovery

Zi| Reporting ol

Reporting

Management

Management




CONFIGURE AZURE BACKUP SERVER

x: =)
B Production Server Addition Wizard
Manage Check  Options

VMware updates . -
Credenti. Options 4L Select Production Server type

‘) Select Production Server type

3 Production Servers

Protected: o Steps:
Unprotected 0 (@) Windows Servers
Select Production Server
type Install agent to protect Windows servers.

Upgrade available: 0

_w Disk Storage Select agert deployment
method
Mumber of disks: 0

Number of volumesffolders: 1 Select computers

Total capacity: 1993 GB _
Erter credentials (O VMware Servers

/ | M7z253 MB

J 1o16ce

Online

Choose restart method Connect with VMware servers to protect ViMware VMs.
Summary
Installation

Registration status: Registered
Azure backup agent version: 2.0.9127.0
Used space: 0 KB
Subscription Id: 0b1d3e99-8¢

j Monitoring
‘J Protection
Recovery

Reporting

Management




CONFIGURE AZURE BACKUP SERVER

Production Server Addition Wizard

£ Ly Select Production Server type

Production Server Addition Wizard

Select Computers

i:] Select Production Server type

i) Select the computers on which to install the protection agents.

The computers listed are in the same domain as the DPM server. To add a computer from a different
domain, type the fully qualified domain name. For example: machinename.domain.contoso.com

== (®) Install agents Steps:

@ Select Production Server @ Select Production Server . .
type Recommended for computers that are net behind firewalls, or computers that have the required exceptions type Computer name: Selected computers:

c:reatgd in the_ firewall. Selecting this option will install protection agent in the computers. Click help for HYPERV-D1 techrainerinfo
Select agent deployment more information. @ Select agent deployment
method method

Computer Domain

Computer Domain
Select computers @ Select computers 3 pc techrainer...

Enter credentials (O Attach agerts Ertter credentials EXCHANGE-D1 ___techdmineri
ﬂ HYPERV-01

Choose restart method Recommended for Choose restart method
- computers behind firewall.

Summiany - computers on which agent is already installed. Summary
- computers on which agent will be installed extemalby.

Installation Installation
Selecting this option will add the protected computers to the DPM server. i you have not already installed
the agent, then you must manually install it on the protected computer by executing the
DPMAgentinstaller. Click help for more information.

Computer on trusted
Computr o . vo-way trust with, the
DPM server domain.

Computerin a w main
The computer is part of a worgre on a domain that does not have ay trust with the DPM
server domain.

Click Advanced to install an earlier version of the protection agent.

Cancel




CONFIGURE AZURE BACKUP SERVER

Steps:

Select Production Server
type

Select agent deployment
method

Select computers
Enter credentials
Choose restart method
Summary

Installation

Production Server Addition Wizard

150 Enter Credentials
') Enterthe credentials for a domain account that has administrator rights on all selected computers.

Please specify usemame and domain for a domain account that has administrator ights on the computers an
which you wish to install agents.
DPM uses the credentials to install the protection agents.

User name:

|v|adimir

Password:

Daomain:

|tech-t|ainer.irrfc-

Production Server Addition Wizard

~’ " Choose Restart Method

>
Steps:

Select Production Server
type

Select agent deployment
method

Select computers
Enter credentials
Choose restart method
Summary

Installation

Tasks

Task

Install protection agent on HyperV-01.tech-trainer.info

Results

Performing: 28%




CONFIGURE PROTECTION GROUP

&

Self service
recovery

Protecti... Manage

4 Data Bource Health
0 Critical (0)
9 ok @

1 Warning {0}

All Protection Groups

j Maonitoring

Recovery point
status

Reports

7 Protection

Recovery
Reporting

Management

Create Mew Protection Group

Welcome to the New Protection Group Wizard
D This wizard helps you create a new protection group that DPM will use to protect data.

Steps:
You can create two kinds of protection groups. Select one of them below
Welcome

Select protection group type ® Servers

Select this option for backing up file servers and application servers. Before selecting this option, ensure that the DPM
protection agent is already installed on the target server. These computers must be online at the time of configuring
Specify protection rules protection. You will need to select the specific resources you wart to backup.

Select group members

Select data protection

method (O Clients

Select short term goals Select ﬂ'_lis 0|:|t_i0n for backing up data from laptops and desktops. You can install the DPM protection agent after completing
the configuration on the DPM server.

ESt?DDns: consistency check ':i:i' To configure secondary protection for laptops and desktops, select the Servers option.

Summary

Status




CONFIGURE PROTECTION GROUP

Create Mew Protection Group

Select Group Members.
Select the data that you want to protect.

Steps:
To choose the data to protect, select the check boxes in the Available members section. To exclude a folder, expand the
Welcome If you do not see the data source you want to protect in the tree below, click the following link for a list of unsupported

Select protection group type Unsupported corfigurations
Available members Selected members

Select group members
-5l techrainer.info Selected Members Computer

EY HYPERV-D1 Host Component HyperV-01.tech-trainer....

Select short-tem goals - hares RCTcent0s-1 Hyper-01.tech-trainer...,

Select data protection
method

Choose consistency check - RCT\cent0s-2 HyperV-01 tech-trainer...
options -

i 2 Host Component
Summary 3 RCT\ert0S-1

Status . E-A3 RCT\cent0S-2

;

Update data sources

Refresh to clearthe cache and retrieve the latest data
— Excluded folders: View

Retfresh Excluded file types: Exclude Files ...

Help

Create Mew Protection Group

Select Data Protection Method
D DPM can help provide disk, online and tape based data protection.

Steps:
Welcome
Select protection group type
Select group members

Select data protection
method

Select short+emn goals

Choose consistency check
options

Summary

Status

Protection group name: |I-h'per—\a" Host

Protection method
Select your protection method.

| want short4erm protection using: Disk

|'want online protection




CONFIGURE PROTECTION GROUP

Create Mew Protection Group

Steps:

Specify Short-Term Goals
D DFPM will create a protect]

ion plan using your short4erm recovery goals.

gl Specify your short-+emn recovery goals for disk-based protection.

Welcome
Select protection group type
Select group members

Select data protection
method

Select short4em goals

Review disk storage
allocation

Choose replica creation
method

Choose consistency check
options

Specify online protection data

Specify online backup
schedule

Specify online retention policy

Choose online replication
Summary

Status

Retention range: B sl days

pliCALON NECOVEry points
For applications the recovery point is as per synchronization frequency when they support incremental, otherwise the
recovery point is as per express full backup.

Recavery points: Based on express full schedule (18:00 Everyday)

Express Full Backup: 18:00 Everyday

Moy .

Create New Protection Group

Review Disk Storage Allocation
Review disk space allocated in the storage pool for this protection group.

Steps:

Review target storage assigned for each data source and change if need be.

Welcome
Digk storage allocation for new members

Select protection group type el oo

Select group members Disk storage to be provisoned on DPM:

Select data protection

method Disk: storage allocation details:

Select shorttemm goals Data Source Data Size

Review disk storage

= T Host Component on HyperV-01 tech-trainer... 0.01 GB

Choose replica creation RCTicent0S-1 on Hyper'-01.tech-trainer.in..

ethod
methe RCTicent05-2 on Hyper\/-01 tech-trainer.in..
Choose consistency check
options

Space To ...

Target Storage

QIR R BackupData - 15.05 Gl ~

2.05 GB | BackupData - 15.05 Gl ~
2.05 GB|BackupData - 15.05 Gl ~

Specify anline pratection data

Specify online backup Available target disk storage:

hedul
senedus Mame Friendly N... Allowed Dataso... Total Spa...

Specify online retention policy EX BackupData Al 15.93 GB

Choose online replication
Summary

Status

Free Space

15.05 GB 0 KB

Underpro...




CONFIGURE PROTECTION GROUP

Create Mew Protection GI'IJU[J Create Mew Protection Group

Choose Replica Creation Method Choose Replica Creation Method
D To protect the data you have selected, you must initially copy the selected data to the Data Protection Manager computer. E] To protect the data you have selected, you must initially copy the selected data to the Data Protection Manager computer,

Steps: DPM must create a replica to copy the selected data to the DPM server. How do you wart to create the replica? Steps:

Welcome

Wel Running a consistency check on a replica that has become inconsistent allows DPM to continue protecting the data source.
Replica in DPM Server FiEicoms You can start a consistency check manually or allow DPMto run it automatically. Use the methods below to customize how

Select pratection group type (®) Automatically overthe network Select protection group type 0T 1 GAN 1N & consistency check.

Select group members ®) Now O Later Select group members

Select data protection e . , Select data protection
method 15-May-1 - o method F Select this method f you want DPM to automatically run a consistency check when it finds a replica in an inconsistent

state. This method may require DFM to use additional CPL and disk resources.

Run a consistency check if a replica becomes inconsistent

Select shorttem goals O Manualy Select shotterm goals

Review disk storage *ou must transfer the data using removable media. Review disk storage [ Run a daily consistency check according to the following schedule

allocation i : i i allocation
Forlarge amounts of data, this operation may be faster than replica creation across the network. Select this method if you want DPM to check for inconsistent replicas at a specified time every day and then un a

Choose replica creation Choose replica creation consistency check ff it finds one. This method may require addtional CPL and disk resources during the specified hours.
method method

Choose consistency check Choose consistency check o S
options options Start time: D000

’ ] ) Mendimum duration: 480 2| hours
Specify online protection data Specify online protection data

Cannot exceed 480 hours (20 days).
Specify online backup Specify online backup
schedule schedule

Specify online retertion policy Specify online retention policy

Choose online replication Choose online replication
Summary Summary

Status Status

Cancel




CONFIGURE PROTECTION GROUP

Create New Protection Group

Specify Online Protection Data
D Specify the data that you would like DPM to help protect online.

Steps:
Welcome
Select protection group type
Select group members

Select data protection
method

Select shortterm goals

Review disk storage
allocation

Choose replica creation
method

Choose consistency check
options

Specify online protection data

Specify online backup
scheduls

Specify online retention policy

Choose online replication
Summary

Status

Select the data source you want to protect online.

Protect auto protected SQL DBs, WMz to disk to cloud automatically

Selected members
Host Compenent
RCTvcent05-1
RCTvcents-2

Computer
HyperV-01.tech-trainer.info
Hyperv-01.tech-trainer.info
HyperV-01.tech-trainer.info

Deselect Al

Help

Create New Protection Group

Specify Online Protection Data
D Specify the data that you would like DPM to help protect online.

Steps:
Welcome
Select protection group type
Select group members

Select data protection
method

Select short4erm goals

Review disk storage
allocation

Choose replica creation
method

Choose consistency check
options

Specify online protection data

Specify onling backup
schedule

Specify online retention policy

Choose online replication
Summary

Status

Define the schedule when you want to create a backup copy

Schedule a backup every
@ Day ) Week (O Month

At following times (Maximum allowed is two times a day)

21:00 None

(73 DPMwil create an online recovery point using the latest DFM replica on disk. No new data will be transfemed from the
~  protected computers. f you would like DPM to help protect the latest computer data online, please create a new recovery
point on disk before creating an online recovery point.




CONFIGURE PROTECTION GROUP

Create New Protection Group

Specify Online Protection Data
E] Specify the data that you would like DPM to help protect online.

Steps:
Specify the retention policy which DPM will use to generate your protection plan

Welcome

Select protection group type Daily Retention policy

Select group members Retain backup copies taken on ~ Days

Select data protection Weekly Retertion Policy
method Retain backup copies taken on 2100 Weeks

Select short4em goals

Review disk storage

Morthty Retertion Policy
allocation

Retain backup copies taken on

Last Saturday 21:.00
Choose replica creation
method

Choose consistency check Dayis) 1
options

Yearly Retention Palicy

Retain backup copies taken on Last Saturday of 21:00
Specify online backup March
schedule

Specify online pratection data

Dayis) 1 of
Specify online retertion policy March

@ (Choose online replication
@ Summary

@ Status

Cancel

Create New Protection Group

Specify Online Protection Data
E] Specify the data that you would like DPM to help pratect online.

Steps:

Welcome

DPM must create initial backup copy to the Azure Backup storage. How do you want to create the initial backup?

(®) Automatically over the network
(O Offline Backup

Select protection group type
Select group members

Select data protection
method

Select short4emm goals

Review disk storage
allocation

Choose replica creation
method

Choose consistency check
options

Specify online protection data

Specify onling backup
schedule

Specify online retention policy

Choose online replication
@ Summary

@ Status




CONFIGURE PROTECTION GROUP

Create New Protection Group

Summary
D DPM is ready to create the Hyper-\V' Host protection group.

Steps: Review the settings, and then click Create Group to create the Hyper-V Host protection group.

Welcome Protection group members:

Host Component
Select protection group type RCThcert05-1

Select group members RCT\cent05-2

Select data protection
method

Select shorttem goals Protection group settings:

Review disk storage Setting Details
allocation
Short4erm retention range 3 Dayls)

Recovery points (applications) 18:00 Evenyday
Replica creation Mow

Chqose consistency check Online backup members Jof 3

options Online backup frequency Daity

Choose replica creation
method

Specify orline protection data

COnline backup schedule 2100 Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, Sa...
Online retention range 180 day(s)(21:00 Sunday, Monday, Tuesday, Wednesday, Thursday...

Specify online backup
schedule (i) Youcan optimize performance of this protection group now or you can do it later from the actions pane.

o ) i i, Impertant: Installation of hardware snapshet providers on each node of the protected CSV (Cluster Shared
Speciy online retention palicy Volume) cluster is recommended for optimal performance. Click here for details.
Choose online replication i, ltem level recovery is supported for disk protection based recovery points only. For these, item level recoverny wil

wonk only i the base VHD and differencing VHDs are on the same volume.
Summary

Status

Create Group

Create New Protection Group

D Status

Steps:

Welcome
Select protection group type
Select group members

Select data protection
method

Select short4erm aoals

Review disk storage
allocation

Choose replica creation
method

Choose consistency check
options

Specify online protection data

Specify online backup
schedule

Specify online retention policy

Choase online replication
Summary

Status

Tasks

Task Results
Create protection group: Hyper-V Host Success
Allocate replica for Host Compenent Success
Allocate replica for RCT\centOS-1 Success
Allocate replica for RCTvcentO5-2 Success
Update online backup policy for Host Component Success

Update online backup pelicy for RCT\cent05-1 Success

Update online backup policy for RCT\centOS-2 Success

(7) DPM does not protect reparse points found in file systems, except for deduplication reparse points, which are
" protected. If you have selected volumes or folders in this protection group, all data is protected except for the
unprotected reparse points.
Read “this link” page of DPM 2016 Help for more details on unsupported data.




WHAT WE CAN DO IF ABS DIES?

e If Azure Backup Server is on Azure VM, you can use Azure Backup ©
» Azure Backup agent cannot be installed on Azure Backup Server

* 3rd party backup solution

* You need to perform magic:

* Backup SQL databases

* Remove ,old” Azure Backup Server from portal

* Re-install Azure Backup Server on new machine with same backup vault
* Restore SOL databases




RECAP

 Azure Backup features
* Azure Backup components

» Backup Azure workload — Azure VM and Azure File Share

* On-premise backup with Azure Backup

e Demo — Azure workload

* Demo - On-premise workload




OR YOU NEED A BREAK FROM ME ©




