


Agenda

Passwords are bad! (and insecure)

Multi-factor authentication is better

Passwordless authentication (is the best!)

Temporary Access Pass

Certificate-based authentication



Nobody Likes Passwords



Strength of authentication methods

Single factor Two-Factor/Multi-Factor Authentication



Microsoft Entra authentications



Microsoft Entra and MFA





Password replacement technology



Windows Hello for Business



Microsoft Authenticator app



Authentication Flow with Microsoft Authenticator app



Microsoft Authenticator authentication





Certificate-based authentication (CBA)



Configuring CBA





Temporary Access Pass



Summary



Additional information

Authentication and verification methods in Microsoft Entra ID
https://learn.microsoft.com/azure/active-directory/authentication/concept-authentication-methods

Migrate MFA and SSPR policy settings to Authentication methods
https://learn.microsoft.com/en-us/azure/active-directory/authentication/how-to-authentication-methods-manage

Passwordless authentication options for Microsoft Entra ID
https://learn.microsoft.com/azure/active-directory/authentication/concept-authentication-passwordless

Enable passwordless sign-in with Microsoft Authenticator
https://learn.microsoft.com/azure/active-directory/authentication/howto-authentication-passwordless-phone

Overview of Microsoft Entra certificate-based authentication
https://learn.microsoft.com/azure/active-directory/authentication/concept-certificate-based-authentication



Questions?




