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Azure Automation
Key concepts include:

• Automation Account

• Run As Accounts

• Runbooks

• Jobs

• Assets

• Hybrid Worker Groups

• Desired State 
Configuration

• DSC Configurations

• DSC Nodes



#ntk18

Automation Account – a container

 A container for your automation resources

Automation Account
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Automation Account

Development

Automation Account

Test

Automation Account

Production

Logically separate 
resources
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Type Description

Graphical Based on Windows PowerShell and created and edited 

completely in graphical editor in Azure portal

Graphical 

PowerShell 

Workflow

Based on Windows PowerShell Workflow and created and 

edited completely in the graphical editor in Azure portal

PowerShell Text runbook based on Windows PowerShell script

PowerShell 

Workflow

Text runbook based on Windows PowerShell Workflow
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• Schedules

• Connections

• Modules

• Variables

• Certificates

• Credentials
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Task to accomplish Solution

I want to automate the starting and stopping of Azure IaaS VMs? Azure Automation

I need to automatically scale (up or down) my Azure SQL Database based 

on performance metrics?

Azure Automation

I want to make copies of my Azure IaaS VM disks and place them in a 

remote storage account?

Azure Automation

I want to make sure my application servers are configured identically and 

automatically?

Azure Automation DSC

I want to make sure the standard configuration of my servers does not 

drift or get skewed?

Azure Automation DSC

I know VM Scale Sets deploys identical VMs, but how do I ensure they stay 

identical?

Azure Automation DSC

I use OMS Log Analytics to monitor my on premises and cloud servers. 

How can I automate installing the MMA agent and ensure it is running?

Azure Automation DSC



#ntk18



#ntk18



#ntk18

• Manual start

• Start according to schedule

• Start by using a webhook
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Configuration MMAAgentConfig {

# TODO: add your OMS workspace onboarding values here
$OmsWorkspaceId = "YOUR WORKSPACE ID"
$OmsWorkspaceKey = "YOUR WORKSPACE KEY"

$OIPackageLocalPath = "C:\MMASetup-AMD64.exe"
Import-DscResource -ModuleName xPSDesiredStateConfiguration

Node OMSServer {

#Service state
Service OIService {

Name = "HealthService"
State = "Running"
DependsOn = "[Package]OI"

}

xRemoteFile OIPackage {
Uri = "https://opsinsight.blob.core.windows.net/publicfiles/MMASetup-AMD64.exe"
DestinationPath = $OIPackageLocalPath

}

#Application
Package OI {

Ensure = "Present"
Path  = $OIPackageLocalPath
Name = "Microsoft Monitoring Agent"
ProductId = "C318816D-D471-4F18-999A-7662DB906BC0"
Arguments = '/C:"setup.exe /qn ADD_OPINSIGHTS_WORKSPACE=1 OPINSIGHTS_WORKSPACE_ID=' + $OmsWorkspaceId + ' 

OPINSIGHTS_WORKSPACE_KEY=' + $OmsWorkspaceKey + ' AcceptEndUserLicenseAgreement=1"'
DependsOn = "[xRemoteFile]OIPackage"

}
}

} 

Service 

Resource

xRemoteFile 

Resource

Package 

Resource
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• This example requires the xPSDesiredStateConfiguration 
module

• Navigate to 
https://www.powershellgallery.com/packages/xPSDesiredSta
teConfiguration

• Click Deploy to Azure Automation

https://www.powershellgallery.com/packages/xPSDesiredStateConfiguration
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• Choose your Automation Account and click OK on the 
Import blade.
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• On the configuration blade click Compile

• Note the confirmation and click Yes

• Monitor the compilation job until is completes successfully.
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• Get the name of the configuration
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• Add the DSC Nodes
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