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IN THE PAST, THE FIREWALL 
WAS THE SECURITY PERIMETER

devices datausers apps

On-premises



On-premises



“Our organization is moving to Office 365; We have to 

identify & protect data before it leaves to the cloud”

“We need to prepare for EU-GDPR (or other) compliance, 

and need to identify, monitor and protect PII”

“We have to educate our information workers to understand 
and adhere to the business information protection policy”

“We share information with external parties. 

We have to control the way shared data is used”



I n f o r m a t i o n  
p r o t e c t i o n

Ensure documents and emails 
are seen only by authorized 

people

Azure Information Protection

Office 365 Data Loss Prevention

Windows Information Protection

Microsoft Cloud App Security

Office 365 Advanced Security Mgmt.

Microsoft Intune
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Use case 
definition

User Coms, 
help desk 
prep & 
refine use 
cases

User Coms, 
help desk 
prep & 
refine use 
cases

User Coms, 
help desk 
prep & 
refine use 
cases

3 Months



HOW DO I PROTECT SENSITIVE INFORMATION?

Detect

Scan & detect sensitive 
data based on policy

Classify

Classify data and apply 
labels based on sensitivity

Protect

Apply protection actions, 
including encryption, 

access restrictions

Monitor

Reporting, alerts, 
remediation

I N F O R M AT I O N  P R O T E C T I O N  L I F E C Y C L E




