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Azure Active Directory 
za administratorje 
Aktivnega imenika 
Slavko Kukrika

MVP in prijazen fant



What is (and is NOT) Azure Active Directory?

Integrating Azure AD with AD DS

Using some of the Azure AD features

Azure AD Conditional Access

Azure Active Directory related Azure services





OU, domain, tree, forest

+ additional AD roles

AD Rights Management Services 

Singe Sign On in AD forest

Group Policy

Used on LANs and WANs

Kerberos, LDAP 

Rich administrative tools

Multi-tenant service

Azure Access Control Service 

RMS, PIM, Identity Protection, …

Single Sign On to apps

Can integrate with MDM (no GP)

Used on Internet

REST, SAML-P, WS-Federation, 
OAuth, Graph API 

Web administration















Review current
memberships

Confirm which
memberships to keep

Remove stale
memberships

Request sent to
users and resource owners

Report status
to admin

Access
Reviews





What is it?
A method of authentication requiring the use of more than one 
verification method to authenticate a user.

• Mobile Application

• Automated Phone Call

• Text Message

How it works?
Requiring any two or more verification methods

• Something you know (typically a password)

• Something you have (a trusted device that is not easily duplicated, 
like a smartphone)

1. Login using username and password

2. Microsoft Azure MFA Challenge

3. Response to challenge from device





1000s of Applications, single password with SSO experience

Microsoft Azure

Web Apps

(Azure Active Directory 
Application Proxy)

SaaS apps Integrated

custom apps

Other Directories



On-Premises Network

Expense App

Benefits App

Connector

Connector

Microsoft Azure

Azure AD Application 

Proxy Service

Request/Response 

Queue

https://app.contoso.com
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Important resources
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1. MDM evaluates policy 
compliance

2. Health Attestation service 
reports device compliance

3. MDM reports to Azure AD 
device compliance

4. Compliance information is 
used by Conditional Access 
to grant or deny access 



Microsoft Cloud

3rd Party SaaS Apps

On Premises Apps

Microsoft Azure

Prevent data leak

Disable print

Restrict download

Enforce MFA

Block sign-in

Allow sign-in

Access Control

Session Restrictions

OS Platform

Is Compliant / Domain joined

Is lost or stolen

Device Risk

Device

User identity

Group membership

Session Risk
User

Mobile or Cloud app

Per app policy
App

Location

IP range

Country / Region

ApplicationsPolicy ControlsPolicy Conditions

Windows
Defender 

Azure AD

Identity

Protection

Service

Terms of Use

Partners







Summary

Azure Active Directory stores identities and provides access control
It can be integrated with Microsoft Intune (MDM device management)

Azure Active Directory has four editions
Azure Active Directory licenses are assigned to users or groups

Different options for synchronization with on-premises AD DS
Sync identities only, Password Hash Sync, federation, Pass-through Authentication

Groups management, access review and password protection

Self service password reset, Multi-factor authentication

Conditional access



Additional information

What is Azure Active Directory?
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-whatis

What is hybrid identity?
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-hybrid-identity

Azure AD Connect sync: Understand and customize synchronization
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-whatis

How it works: Azure AD self-service password reset
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-sspr-howitworks

What is conditional access in Azure Active Directory?
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview

Azure Active Directory: Introduction
https://social.technet.microsoft.com/wiki/contents/articles/51495.azure-active-directory-introduction.aspx


