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Traditional vs. Modern management

What is Microsoft 365?

Enrolling, configuring and managing devices

Controlling access to cloud apps and data

Managing apps and deploying new devices







On-premise

(Traditional)

Traditional OS Deployment

Win32 app management

Configuration and GPO

Bitlocker Management

Hardware and software inventory

Update management

Cloud attached

(Co-management)

Cloud managed

(Modern)

Unified Endpoint Management – Windows, iOS, macOS, Android

Risk based access control – Compliance, Conditional Access

Autopilot provisioning – Autopilot, DEP, Zero Touch, KME

Advanced threat and security – Hello, Attestation, ATP, Secure Score

Telemetry driven policy – Security Baselines, Guided Deployments

Complete app management – Pro Plus, SaaS, Stores, CDN/D.O.

Integrated full stack M365 management – Analytics, Graph, RBAC, Audit





Microsoft 365 

Admin Center





Enroll
• Provide a self-service Company 

Portal for users to enroll devices

• Deliver custom terms and 

conditions at enrollment

• Bulk enroll devices using Apple 

Configurator or service account

• Restrict access to resources if a 

device is not enrolled

Retire
• Revoke access to corporate 

resources

• Perform selective wipe 

• Audit lost and stolen devices

Provision
• Deploy certificates, email, VPN, 

and WiFi profiles

• Deploy device security policy 

settings

• Install mandatory apps

• Deploy app restriction policies

• Deploy data protection policies

Manage and Protect
• Restrict access to corporate 

resources if policies are violated 

(e.g., jailbroken device) 

• Protect corporate data by 

restricting actions such as copy, 

cut, paste, and save as between 

Intune-managed apps and 

personal apps

• Report on device and app 

compliance

User IT



IT

Device Management portal
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With or without enrollment



Personal

Corporate



Configure 
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Summary



Additional information

What is device management?
https://docs.microsoft.com/en-us/intune/what-is-device-management

Managing devices with Microsoft Intune: What's new and what's next
https://myignite.techcommunity.microsoft.com/sessions/64592

What is Microsoft Intune?
https://docs.microsoft.com/en-us/intune/what-is-intune

Compliance Overview
https://docs.microsoft.com/en-us/intune/device-compliance-get-started

What is conditional access in Azure Active Directory?
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview


