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Azure subscriptions

Office365

Your apps

Partner apps

GRAPH APIs

Management portal(s)

PowerShell

Application 
gallery

Synchronise users from 

your AD DS
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Azure subscriptions

Office365

Your apps

Partner apps

Application 
gallery

Account created 
and managed in 

Azure AD

Azure AD joined 
Windows 10 device

Sign-in with 
Azure AD identity
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On-premises Azure AD

Synchronise users, groups and devices

Enable write-back for passwords, devices and groups
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Sync Engine ++

Azure AD account 
to access Azure AD

AD account to 
access AD

AD account should only 
have the privileges 

necessary to perform 
required tasks Service account to 

run Azure AD 
Connect

SQL Server 2012 Express LocalDB
or

SQL Server 2008 or higher
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Password hash synchronization - PHS

Seamless SSO

PTA
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Username and password
validated against AD

AuthN
agent

Username and password
validated against ADAD FSWAP
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Username and password
validated against AD

AuthN
agent

Username and password
validated against ADAD FSWAP
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Sends result & salt

Requests unicodePwd attribute values 
via MS-DRSR replication protocol

Sync Engine ++

MD4 hash of password stored 
in  unicodePwd attribute

Encrypts MD4 
with salt (*) and 

MD5 hash of 
RPC session key

Decrypts to 
obtain MD4 

hash of 
password

Azure AD Connect

MD4 hash expanded, salt added
input to PBKDF2 function

1000 interactions of HMAC-SHA256

Result sent to Azure AD

Password stored as 
original MD4 after 

processing with 
salt

+ PBKDF2
+ HMAC-SHA256

Sign in

Does supplied password value, after processing with MD4, with 
salt, PBKDF2 and HMAC-SHA256, match stored value for user?

Note: The on-premises Azure AD 
Connect AD account requires AD 

permissions:

Replicate Directory Changes 
Replicate Directory Changes All

PBKDF = password based Key  Derivation Function (RFC 2898)
(*) salt is random data that is used as an additional input to a 

one-way function that "hashes" data



14

is not 

is set to never expire

 Potentially 30 mins delay
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Username and password
validated against AD

AuthN
agent

Username and password
validated against ADAD FSWAP
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Process token

Home realm discovery – via UPN

Redirected to your AD FS

Return ST for consumption by Azure AD

Return new ST 

Claims-aware app Your AD
Your AD FS

Redirected to Azure AD

Authenticate

Send Token

Return cookies

and page

Browse app

Not authenticated

Redirect to your Azure AD

App trusts

Azure AD

Azure AD

Trusts your AD FS

Directory Synchronization

Retrieve full user 

details if required
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 Now supported by Seamless SSO for PHS and PTA 

 Now supported via PTA

 Now supported via PTA

 Capabilities++ provided by Azure AD 
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Username and password
validated against AD

AuthN
agent

Username and password
validated against ADAD FSWAP
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Gather user 

name and 

password

Sign in

Credentials 
validated against 
on-premises AD
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Global admin access token and 
certificate request including public key

Sync Engine ++

Deploys 1st AuthN agent on same 
server as Azure AD Connect

AuthN agent generates key pair
and sends certificate request to 

Azure AD

AuthN agent 
associates 

private key with 
the certificate

Certificate returned 

Creates certificate 
and stores public 
key & certificate 

in SQL
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outbound persistent connection

Return key for Azure Service Bus Access

User name and 
password gathered via 
Azure AD sign in page

Azure Service Bus Queue 

AuthN
agents(s) HTTPS outbound persistent connection 

mutual authentication via certificates

Password encrypted with 
each AuthN agent’s 

public key 
Sign in

User name and encrypted 
passwords added to queue

Azure Service Bus Queue 

AuthN agent removes 
username and 

password from queue, 
decrypts the password 
with its private key and 

attempts 
authentication against 

AD using Win32 
LogonUser API If successful:

user authenticated and MFA possible

Returns results: success, 
username/password incorrect, account 

locked out…

No on-premises passwords
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sSSO
Active

Directory

New computer object

AZUREADSSOACC

Shared Kerberos key

Holds two SPNs for 

auth to Azure AD

Redirect for auth

User domain

supplied. Identifies

sSSO enabled

401

Request

Kerberos

token

ST

ST

ST

ST

1

2

3

4

56

7

8

For the browser to automatically pass the 

credential, the Azure AD endpoints must be 

in the intranet zone

https://autologon.microsoftazuread-sso.com

https://aadg.windows.net.nsatc.net
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https://device.login.microsoftonline.com

https://autologon.microsoftazuread-sso.com

https://device.login.microsoftonline.com/
https://autologon.microsoftazuread-sso.com/
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Feature summary PTA + sSSO PHS + sSSO ADFS

Authentication against credentials held on-premises Yes No Yes

Single-Sign-On Yes Yes Yes

Passwords remain on premises Yes Salted hash synced Yes

On-premises MFA solution No No Yes

Azure AD MFA Yes Yes Yes

On-premises password policies Yes Partial Yes

On-premises account enable/disable Yes Delayed (30 mins) Yes

On-premises password lockout Yes No Yes

Conditional access Yes++ Yes++ Yes

Credentials captured from user via Azure AD UI Yes Yes No

Protection against on-premise account lockout Smart Lockout N/A Extranet Lockout

Cost of implementation Medium Low High

Scalability/fault tolerance Cloud scalability Cloud scalability Complex

AuthN fails for remote workers if the on-premises Internet 

connection is down. Requires HA solution.
Yes No Yes

On-going maintenance for authentication Automated None
SSL certificate 

management

Azure AD Connect Health monitoring Not integrated Limited Yes

Azure AD Identity Protection (requires P2 license) Yes Yes No




