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A complete, intelligent solution
to empower employees to be creative 
and work together, securely.

Microsoft 365 
Introducing

Office 365

Windows 10

Enterprise Mobility + Security 



Office 365 Enterprise

Chat- centric workspace 

Email & Calendar 

Voice, Video & Meetings 

Office applications/ co-authoring 

Sites & Content Management

Analytics 

Advanced Security & Compliance

Enterprise Mobility+ Security

Identity & Access Management

Managed Mobile Productivity 

Information Protection

Identity Driven Security

Windows 10 Enterprise  

Advanced Endpoint Security 

Designed For Modern IT

More Productive

Powerful, Modern devices

Microsoft 365 Enterprise



What‘s new in Identity 

Management?



73%81% 80%





Device + Biometric

Biometric on Device

Microsoft Authenticator

+

One of the biggest security issues is passwords ~ 





Ease of deployment and 

management

Access control and identity 

protection

Seamless, secure and productive 

experiences for your users







What‘s new in Deployment?



Traditional Windows deployment // The old way

Build a custom image, 

gathering everything else 

that’s necessary to deploy

Time means money, making 

this an expensive proposition
Deploy image to a new 

computer, overwriting what 

was originally on it

DRIVERS POLICIES

OFFICE  & APPS

SET TINGS



Modern Windows deployment // The new way

Un-box and turn on 

off-the-shelf Windows PC

Device is ready 

for productive use
Transform with minimal 

user interaction



Windows Autopilot 
deployment

Three simple steps

Register devices

Assign an Autopilot profile to 

the devices

Ship the device to the user

Cloud driven





OEMs, distributors, and resellers make the process easy:

• Automatically add new devices to Azure tenant at time of 

shipment

• Associate devices to customer’s purchase order for easy device 

grouping

• Tag devices with a customer specified label

• Provide an preinstalled image that is ready for configuration*

For a list of those supporting Windows Autopilot supply 

chain integration please visit:

https://aka.ms/WindowsAutopilot

Registering new devices
Supply chain integration

https://aka.ms/WindowsAutopilot


If you have existing Windows 10 devices:

• Enable new Autopilot profile setting for all targeted devices

• Ensure the Autopilot profile is assigned to a group containing the 

existing Windows 10 devices

If your existing Windows 10 devices are not yet Intune-

managed:

• Enable co-management with ConfigMgr via the “Automatic 

enrollment into Intune” setting.  (See https://docs.microsoft.com/en-

us/sccm/core/clients/manage/co-management-overview#enable-co-management) 

• Ensure all new Intune-enrolled Windows 10 devices are part of a 

group with an assigned Autopilot profile

Registering existing devices
Automatically for all Intune-managed Windows 10 devices

https://docs.microsoft.com/en-us/sccm/core/clients/manage/co-management-overview#enable-co-management


Windows Autopilot overview

Configure 

Windows 

Autopilot profileS
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Device IDs

Hardware Vendor

IT Admin

Ship

Deliver direct to Employee
Employee unboxes 

device, self-deploys

IntuneWindows Autopilot

Device sync

Autopilot profile sync



Ensure policies, apps and settings are 

complete prior to the end user gaining 

access to the desktop

Confirm minimum baseline requirements

Protect data during device set up

Deliver a compliant secure device

Personalize the out of box experience

New!  Unlock Windows 10 in S mode (requires Windows 10 1809)

Requirements

Windows 10, version 1803 (with May cumulative update or later)

Azure Active Directory Premium

Microsoft Intune

Windows Autopilot
Enrollment status page



Just a moment…



Welcome to Contoso! Let’s get you set up for work.

Getting you set up for work may take a while, but leave everything to us. 

Please don’t turn off this device.



Just a moment…



Setting up your device for work
This could take a while and your device may need to reboot.

Device preparation Show details
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Setting up your device for work
This could take a while and your device may need to reboot.

Device setup

Device preparation

Show details



Just a moment…



Hi



Hybrid Azure AD Join through Windows Autopilot

Offline Domain Join Connector

Windows Autopilot 

Deployment Service

Employee unboxes 

device, self-deploys

AD

Domain

Controller

Intune

Receive 

ODJ

MDM 

enrollment

Autopilot 

profile

Hardware 

ID



What‘s new in Information 

Protection?





Common use cases



LabelDiscover Classify

Sensitivity Retention
→ Encryption

→ Restrict Access

→ Watermark

→ Header/Footer

→ Retention

→ Deletion

→ Records Management

→ Archiving

→ Sensitive data discovery

→ Data at risk

→ Policy violations

→ Policy recommendations

→ Proactive alerts

Data protection & data governance go hand-in-hand

Unified approach to discover, classify & label

Automatically apply policy-based actions

Proactive monitoring to identify risks

Broad coverage across locations

Apply label

Unified approach

Monitor



Office 365 
Information Protection

Windows
Information Protection

Azure
Information Protection

What

Where

How



What

Where

How

Office 365 
Information Protection

Windows
Information Protection

Azure
Information Protection



Data Classification Service (DCS)Service Integration Client apps

Microsoft Cloud App Security

• Consistent Auto Classification across Microsoft services

• Native integration in content pipeline and substrate

• Deep Content Scanning with 90+ built-in sensitive types 

• Fully extensible scanning with custom type support

NEW GDPR template with EU sensitive types

NEW Custom sensitive type authoring and fine tuning

COMING SOON Exact Data Match based classification

COMING SOON Image classification with OCR

Uniform content discovery & classification

AIP Scanner

On Premises

Azure Service



AIP scanner runs as a service on Windows Server and 

lets you discover, classify, and protect files on the 

following data stores:

• Local folders on the Windows Server computer that 

runs the scanner.

• UNC paths for network shares that use the Server 

Message Block (SMB) protocol.

• Sites and libraries for SharePoint Server 2016 and 

SharePoint Server 2013



Helps you manage sensitive data prior to migrating to 

Office 365 or other cloud services

Use discover mode to identify and report on files 

containing sensitive data

Use enforce mode to automatically classify, label and 

protect files with sensitive data



Configure the AIP scanner

Discovery mode! 

Constantly monitoring! 



CONFIDENTIAL

Tag that is customizable,

readable by other systems, 

and persistent. 

It becomes the basis for applying and enforcing data 

protection policies.

In files and emails, the label is persisted 

as document metadata

In SharePoint Online, the label is 

persisted as container metadata



HIGHLY 
CONFIDENTIAL

CONFIDENTIAL

GENERAL

PUBLIC

PERSONAL

Business-lead policies & rules; 

configured by IT

Automatic classification

Policies can be set by IT Admins for 

automatically  applying classification and 

protection to data

Recommended classification

Based on the content you’re working on, you 

can be prompted with suggested classification

Manual reclassification

Users can override a classification and optionally 

be required to provide a justification

User-driven classification

Users can choose to apply a sensitivity label to 

the email or file they are working on with a 

single click



Consistent and easy for users

Apply and update labels while working in 

Office apps – Word, PowerPoint, Excel and 

Outlook

Built-in

Integrated natively into Office apps; no 

plug-ins or add-ons required for latest

Office 365 apps.

Broad platform support

Available today: Mac (Word, PowerPoint, 

Excel, Outlook) and mobile (Word, 

PowerPoint, Excel on iOS and Android) 

available now. Outlook mobile coming 

soon.

Office on Windows in early CY19













Labeling on iOS devices



Windows protects file based 

on sensitivity label

Prevent data from being 

accidentally copied to 

unmanaged apps and sites

Available starting with 

Windows 10 version 1809

Understand labels, apply policy









Native support for PDF files on Adobe Acrobat Reader

Adobe Acrobat will be able to 

understand and honor labels and 

protection

View protected files natively on Adobe 

Acrobat on Windows 

Labeling experience will be built 

natively into Acrobat

Integration enabled by the Microsoft 

Information Protection SDK

Public Preview: October 2018

GA: January 2019
























