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Identity and Access Management



Reach us with #ntk17

Most targeted group of assets - Forrester
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Typical Attack Timeline & Observations

Research & Preparation

First Host
Compromised

24-48 Hours

Domain Admin
Compromised

Data Exfiltration (Attacker Undetected)

11-14 months

Attack Discovered
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Targeted Attacks - Strategies and Tactics 

Gain control of your identity store (Active Directory or 3rd

party)
Public - admin rights, interesting projects/groups

Secrets - passwords/hashes

Download terabytes of your data
Initially… Large exfiltration(s) of many types

Then… target specific data (new/valuable/strategic)

Hide malware on multiple hosts
Custom compiled for organization
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IT Threat Evolution in Q3 2016 - Kaspersky
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Ransomware (WannaCry, Locky, .zz, TeslaCrypt….)
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Exampe of visualization

vs.

While you are travelling 
down this road there is a 
chance that one or more 

rocks of a varying size may 
fall from the slopes on one 
or both sides of you. You 
should be aware of this 

before you travel this way 
so that you are cautious of 

this particular type of 
hazard.
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How do we think?
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Power BI definitions
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Get Dashboards in Minutes
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Power BI Desktop
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Before you begin (after install Power BI Desktop)
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Power BI - connect to wide variety of sources
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Operational flow

https://app.powerbi.com

https://app.powerbi.com/
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Conclusion

http://www.microsoft.com/en-
us/download/details.aspx?id=34793

http://www.microsoft.com/SIR

www.microsoft.com/PTH

https://channel9.msdn.com/Blogs/Taste-of-Premier/ToP1716

http://www.microsoft.com/en-us/download/details.aspx?id=34793
http://www.microsoft.com/SIR
http://www.microsoft.com/PTH
https://channel9.msdn.com/Blogs/Taste-of-Premier/ToP1716



