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MICROSOFT SECURE SCORE
Vidljivost in smernice za krepitev kibernetske higiene

• Kakšna je varnostna ocena?

• Kje začeti?

• Kako ukrepati?
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MICROSOFT SECURE SCORE
Vidljivost in smernice za krepitev kibernetske higiene

• Kakšna je varnostna ocena?

• Kje začeti?

• Kako ukrepati?

• Kako spremljati rezultate?

• Kako poročati?

ODGOVORI

NA

VARNOSTNA 

VPRAŠANJA



DEMO





ENHANCES EOP/MDO POLICIES

• Configuration Analyzer for EOP and Microsoft Defender for Office 365

• https://security.microsoft.com/configurationAnalyzer

• Microsoft Defender for Office 365 Recommended Configuration Analyzer (ORCA) 

• https://github.com/cammurray/orca

• Install-Module ORCA

• Get-ORCAReport

• Developed by Product Managers at Microsoft, however, is not an official 
Microsoft utility.



PASSWORD POLICY



PASSWORD POLICY (NIST - 2022)

• …password policy that requires all user-created passwords to have at least the 
length of eight, and all auto-generated passwords to be at least six characters
in length.

• Passwords should be reset once a year in order to maintain digital security.

• Changing your password more frequently than necessary can actually have a 
negative effect on security since users may use simple variations of the same 
password over time instead of creating stronger ones with each resetting period.

• Passwords which are known to be frequently used or compromised should be 
prohibited.

National Institute of Standards and Technology



PASSWORD POLICY (CIS - 2021)

• …an eight-character minimum password length is recommended for an MFA 
account, and 14 characters for a password only account.

• Password expiration requirements offer no containment benefits because 
attackers will often use credentials as soon as they compromise them.

• …we also recommend a yearly password change. This is primarily because for all 
their good intentions users will share credentials across accounts.

• Organizations should ban the use of common bad passwords.

Center for Internet Security



AZURE ACTIVE DIRECTORY PASSWORD PROTECTION



LOCAL ADMINISTRATOR ACCOUNT



IDENTITY PROTECTION



ADVERSARY-IN-THE-MIDDLE (AiTM)
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ADVERSARY-IN-THE-MIDDLE (AiTM)



ENTERPRISE APPLICATIONS



MICROSOFT DEFENDER ANTIVIRUS UPDATES



QUESTIONS?



THANK YOU
www.span.eu
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